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Certified Secure Computer User (CSCU)

Description

Protect your data with the Certified Secure Computer User (CSCU) training

In a world where digital technology is everywhere, it is crucial to protect your personal and professional
information. With the Certified Secure Computer User (CSCU) training, you will learn how to secure your data
and browse safely online. Regardless of your expertise, this program is designed to help you understand the
main cyber threats and how to address them.

In just two days, you will discover how to protect your systems, secure your email communications, and much
more. This training will provide you with practical skills to ensure the security of your devices, whether you are
an individual or a professional user. With the CSCU certification, you will be able to master essential tools to
effectively protect your digital data.

Niveau

Fondamental

Course Content

Module 1: Fundamentals of data security

¢ Introduction to cyber threats.
¢ Importance of securing your data.

Module 2: Protection and security of your operating system

o Configure a secure operating system.
e Security settings you need to know.

Module 3: Malware and antivirus

e Identify malware.
e Choose an antivirus suited to your needs.

Module 4: Best practices for secure browsing
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¢ Recognize secure websites.
e Set up your browser's privacy settings.

Module 5: Social media security

e Secure your social media accounts.
e Recognize risks on social media platforms.

Module 6: Email communication security

e Understand email-related risks.
e Set up secure email settings.

Module 7: Mobile device security

e Secure your mobile devices.
e Set up security settings on smartphones and tablets.

Module 8: Cloud services security

e Understand cloud service risks.
e Choose a secure cloud service.

Module 9: Network connection security

e Configure and secure your network.
e Understand threats to home networks.

Module 10: Backup and disaster recovery

¢ Regularly back up your data.
¢ Restore your data after an incident.

Module 11: IoT and gaming console security

e Identify risks associated with 10T devices.
e Secure your gaming consoles.

Module 12: Security for teleworking

e Secure your remote working environment.
¢ Understand the risks related to teleworking.

Documentation

¢ Digital course material included

Exam

12.

Duration: 2 hours

This course prepares to the Certified Secure Computer User certification
In order to receive the Certified Secure Computer User certification, learners must pass two exams: 112-

Number of questions: 50 MCQs
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e If you wish to take this exam, please contact our secretariat who will let you know the cost of the exam
and will take care of all the necessary administrative procedures for you.

Participant profiles

Employees wanting to improve their device security.
Students looking to gain cybersecurity skills.

Professionals from any sector using digital devices daily.
Individuals concerned about protecting their personal data.

Prerequisites

¢ Basic knowledge of computer and mobile device usage.
¢ Understanding of web browsing.
¢ Basic use of an operating system (Windows, macOS, etc.).

Objectives

Apply security rules on your devices.

Identify and understand cyber threats.

Secure your email and social media communications.
Configure and protect your mobile devices.

Properly set up cloud services.

Back up and restore your data securely.

Description

Certified Secure Computer User (CSCU) training
Classroom Registration Price (CHF)

2960

Virtual Classroom Registration Price (CHF)
2860

Duration (in Days)

2

Reference

CSCuU
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